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Preface to Part II

This textbook, Principles of Computer System Design: An Introduction, is an introduction
to the principles and abstractions used in the design of computer systems. It is an out-
growth of notes written by the authors for the M.L.T. Electrical Engineering and
Computer Science course 6.033, Computer System Engineering, over a period of 40-
plus years.

The book is published in two parts:

* Part I, containing chapters 1-6 and supporting materials for those chapters, is a
traditional printed textbook published by Morgan Kaufman, an imprint of
Elsevier. ISBN: 978-012374957-4)

e Part II, consisting of Chapters 7—11 and supporting materials for those chapters,
is made available on-line by M.I.T. OpenCourseWare and the authors as an open
educational resource.

Availability of the two parts and various supporting materials is described in the section
with that title below.

Part I of the textbook continues a main theme of Part [—enforcing modularity—by
introducing still stronger forms of modularity. Part I introduces methods that help pre-
vent accidental errors in one module from propagating to another. Part II introduces
stronger forms of modularity that can help protect against component and system fail-
ures and against malicious attacks. Part II explores communication networks,
constructing reliable systems from unreliable components, creating all-or-nothing and
before-or-after transactions, and implementing security. In doing so, Part II also contin-
ues a second main theme of Part I by introducing several additional design principles
related to stronger forms of modularity.

A detailed description of the contents of the chapters of Part II can be found in Part
I, in the section “About Part II” on page 369. Part II also includes a table of contents for
both Parts I and II, copies of the Suggested Additional Readings and Glossary, Problem
Sets for both Parts I and II, and a comprehensive Index of Concepts with page numbers
for both Parts I and II in a single alphabetic list.
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XXiv  Preface to Part II

Availability

The authors and MIT OpenCourseWare provide, free of charge, on-line versions of
Chapters 7 through 11, the problem sets, the glossary, and a comprehensive index.
Those materials can be found at

http://ocw.mit.edu/Saltzer-Kaashoek

in the form of a series of PDF files (requires Adobe Reader), one per chapter or major
supporting section, as well as a single PDF file containing the entire set.

The publisher of the printed book also maintains a set of on-line resources at
www.ElsevierDirect.com/9780123749574

Click on the link “Companion Materials”, where you will find Part IT of the book as well
as other resources, including figures from the text in several formats. Additional materials
for instructors (registration required) can be found by clicking the “Manual” link.

There are two additional sources of supporting material related to the teaching of
course 6.033 Computer Systems Engineering, at M.I'T. The first source is an Open-
CourseWare site containing materials from the teaching of the class in 2005: a class
description; lecture, reading, and assignment schedule; board layouts; and many lecture
videos. These materials are at

http://ocw.mit.edu/6-033

The second source is a Web site for the current 6.033 class. This site contains the cur-
rernt lecture schedule which includes assignments, lecturer notes, and slides. There is
also a thirteen-year archive of class assignments, design projects, and quizzes. These
materials are all at

http://mit.edu/6.033

(Some copyrighted or privacy-sensitive materials on that Web site are restricted to cur-
rent MIT students.)
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Computer System Design
Principles

Throughout the text, the description of a design principle presents its name in a bold-
faced display, and each place that the principle is used highlights it in underlined italics.

Design principles applicable to many areas of computer systems
* Adopt sweeping simplifications
So you can see what you are doing,.
* Avoid excessive generality
If it is good for everything, it is good for nothing.
* Avoid rarely used components
Deterioration and corruption accumulate unnoticed—until the next use.
* Be explicit
Get all of the assumptions out on the table.
* Decouple modules with indirection
Indirection supports replaceability.
* Design for iteration
You won't get it right the first time, so make it easy to change.
* End-to-end argument
The application knows best.
* Escalating complexity principle
Adding a feature increases complexity out of proportion.
* Incommensurate scaling rule
Changing a parameter by a factor of ten requires a new design.
* Keep digging principle
Complex systems fail for complex reasons.
* Law of diminishing returns
The more one improves some measure of goodness, the more effort the next
improvement will require.
* Open design principle
Let anyone comment on the design; you need all the help you can get.

* Principle of least astonishment

People are part of the system. Choose interfaces that match the user’s experience, .
XXIX
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XXX Computer System Design Principles

expectations, and mental models.

Robustness principle
Be tolerant of inputs, strict on outputs.

Safety margin principle

Keep track of the distance to the edge of the cliff or you may fall over the edge.

Unyielding foundations rule
It is easier to change a module than to change the modularity.

Design principles applicable to specific areas of computer systems

Atomicity: Golden rule of atomicity
Never modify the only copy!

Coordination: One-writer principle

If each variable has only one writer, coordination is simpler.
Durability: The durability mantra

Multiple copies, widely separated and independently administered.

Security: Minimize secrets
Because they probably won’t remain secret for long.

Security: Complete mediation
Check every operation for authenticity, integrity, and authorization.

Security: Fail-safe defaults

Most users won’t change them, so set defaults to do something safe.
Security: Least privilege principle
Don’t store lunch in the safe with the jewels.

Security: Economy of mechanism
The less there is, the more likely you will get it right.

Security: Minimize common mechanism
Shared mechanisms provide unwanted communication paths.

Design Hints (useful but not as compelling as design principles)

Saltzer & Kaashoek Ch. 0, p. xxx

Exploit brute force
Instead of reducing latency, hide it
Optimize for the common case

Separate mechanism from policy
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